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Course Outline

Fall 2004  3Credits

CIS 255 - Designing Microsoft Windows 2000 Security

Instructor: Gregory Livedalen

Textbook:  
 MCSE Guide to Designing Microsoft Windows 2000 Security, Course Technology 

Email Address: Greg.Livedalen@misu.nodak.edu

Campus Phone:  701-228-5419

Office Hours: 7:00-3:30

Room Number:  Thatcher Lab 212

Meeting Times:  MWF 9:00-9:50

Topic, Assignment and Exam Summary

Prerequisites

A solid foundation in networking concepts as well as familiarity with Windows 95/98/ME, Windows NT, or Windows 2000 and network security concepts would benefit students taking this course.

Course Objectives

The main goal of this course is to provide students with a comprehensive overview of the features and functions with respect to security in Windows 2000 Server. This includes a look at the configuration, management, and networking functionality of Windows 2000 in standalone as well as both large and small network environments. The course is comprised of a combination of theory, review questions, case studies, hands-on exercises, and additional homework assignments. By the end of the course, students should have the ability to configure and support secure environments running Windows 2000 Server, as well as the requisite knowledge to pass the associated Microsoft security design certification exam.

Grading and Evaluation Criteria

The grading scheme for the course is comprised of five main elements including a midterm test, submission of class assignments, weekly quizzes, a final exam, and class participation. The percentage breakdown of each element is provided below:

Midterm test: 30%. This test will include topics covered up to and including the week previous to the midterm.

Class Assignments: 30%. This mark will be based on submitted end of chapter case project assignments, as well as any additional assignments assigned by the instructor.

Weekly Quizzes: 5%. This mark will be based on weekly quizzes to be taken at the beginning of each class, covering materials learned the previous week.

Final Exam: 30%. This test will include topics covered up to and including the week previous to the final exam.

Class Participation: 5%. This mark will be based on participation in class discussions, exercises, and group assignments. 

	Topics
	Chapter Readings
	Case Projects
	Exams

	Week 1

Syllabus Overview

Identifying Security Risks
	Chapter 1
	Complete Chapter 1 Case Projects 1 and 2 for submission Week 2.
	

	Week 2

Corporate Components to Security Planning
	Chapter 2
	Complete Chapter 2 Case Project 1 for submission Week 3.
	

	Week 3

Securing Resources on Windows 2000 Servers
	Chapter 3
	Complete Chapter 3 Case Projects 1 and 2 for submission Week 5.
	

	Week 4

Securing Resources on Windows 2000 Servers (cont) 

Designing Active Directory for Security
	Chapter 3 and 4
	
	Chapter test 1-3

	Week 5

Designing Active Directory for Security (cont)

Implementing a Public Key Infrastructure
	Chapters 4 and 5
	Complete Chapter 4 Case Projects 1 and 2 for submission Week 6.
	

	Week 6

Implementing a Public Key Infrastructure (cont)
	Chapter 5
	Complete Chapter 5 Case Projects 1 and 2 for submission Week 8.
	

	Week 7

Securing Network Services
	Chapter 6
	
	Midterm Exam covering chapters 4-6

	Week 8

Securing Network Services (cont)

Securing Network Communications
	Chapters 6 and 7
	Complete Chapter 6 and 7 Case Projects 1 and 2 for submission Week 9.
	

	Week 9

Open discussion / review class
	
	
	

	Week 10

Securing Access for Remote Users
	Chapter 8
	
	

	Week 11

Securing Access for Remote Users (cont)

Securing Access between Corporate Locations
	Chapters 8 and 9
	Complete Chapter 8 Case Projects 1 and 2 for submission Week 11.
	Chapter Test 7-9

	Week 12

Designing Secure Access to the Internet
	Chapter 10
	Complete Chapter 9 and 10 Case Projects 1 and 2 for submission Week 13.
	

	Week 13


	
	
	Final Exam – cumulative


Section III

Sample Course Outline (Example 1)

Project Due Dates and Exam Dates

	Topics
	Chapter Readings
	Case Projects
	Exams

	Week 1

Syllabus Overview

Identifying Security Risks
	Chapter 1
	Complete Chapter 1 Case Projects 1 and 2 for submission Week 2.
	

	Week 2

Corporate Components to Security Planning
	Chapter 2
	Complete Chapter 2 Case Project 1 for submission Week 3.
	

	Week 3

Securing Resources on Windows 2000 Servers
	Chapter 3
	Complete Chapter 3 Case Projects 1 and 2 for submission Week 5.
	

	Week 4

Securing Resources on Windows 2000 Servers (cont) 

Designing Active Directory for Security
	Chapter 3 and 4
	
	

	Week 5

Designing Active Directory for Security (cont)

Implementing a Public Key Infrastructure
	Chapters 4 and 5
	Complete Chapter 4 Case Projects 1 and 2 for submission Week 6.
	

	Week 6

Implementing a Public Key Infrastructure (cont)
	Chapter 5
	Complete Chapter 5 Case Projects 1 and 2 for submission Week 8.
	

	Week 7

Securing Network Services
	Chapter 6
	
	Midterm Exam covering chapters 1-6

	Week 8

Securing Network Services (cont)

Securing Network Communications
	Chapters 6 and 7
	Complete Chapter 6 and 7 Case Projects 1 and 2 for submission Week 9.
	

	Week 9

Open discussion / review class
	
	
	

	Week 10

Securing Access for Remote Users
	Chapter 8
	
	

	Week 11

Securing Access for Remote Users (cont)

Securing Access between Corporate Locations
	Chapters 8 and 9
	Complete Chapter 8 Case Projects 1 and 2 for submission Week 11.
	

	Week 12

Designing Secure Access to the Internet
	Chapter 10
	Complete Chapter 9 and 10 Case Projects 1 and 2 for submission Week 13.
	

	Week 13


	
	
	Final Exam – cumulative


