MSU-BOTTINEAU

Course Outline

Name of instructor: Gregory Livedalen
Course Title and Number:Network Defense/Countermeasures 146


Credits: 3 


Prerequisite: CIS 145
	Course Description: In this course, we will take an in depth look at network defense concepts and techniques.  We will examine theoretical concepts that make the world of networking unique. This course will also adopt a practical hands-on approach when examining network defense techniques.  Along with examining different network defense strategies, this course will explore the advancement of network implementation, as well as, timeless problem solving strategies.


	Required Text: Guide to network Defense and Countermeasures, by Greg Holden/ Thompson-Course Technology


	*Course Objectives: (List which, if any, of the general education goals listed below each of your course objectives satisfies by writing the number of the goal beside the objective.)
To be able to communicate the need for a good network defense plan . #1

To be able to evaluate the newest technology and the way it can be used to it's greatest potential. #3

To be able to design a network defense with the proper mix of hardware and software. #3




	Course Content: 
1. Foundations of Network Security

2. Desiging a Network Defense

3. Risk Analysis and Security Policy Design

4. Choosing and Desiging Firewalls

5. Configuring Firewalls

6. Strengthing and Maintaining Firewalls

7. Setting up a Virtual Private Network

8. Intrusion Detection

9. Strengthening Defense through Ongoing Management


 

	Course Requirements and Evaluation: 
Students will be expected to attend all classes

numerous assignments will be collected, graded, along with quizzez and tests.

grading will be on a 90-80-… system.




*Ten General Education Goals

1) To develop the ability to communicate

2) To develop thinking skills

3) To develop knowledge and application of technology

4) To develop skills in mathematical computation

5) To develop an aesthetic appreciation for the world in which we live

6) To promote the management and use of physical activity

7) To develop a knowledge and application of science

8) To understand and appreciate cultural diversity

9) To develop lifelong learning skills

10) To foster interpersonal development

Course Objectives (Sample)


To develop skills analyzing and interpreting dramatic texts, demonstrated through discussions (Meets MSU-B General Ed. Goal #2)


To develop your own critical analysis and interpretation through writing papers


To become more familiar with dramatic terminology


To explore dramatic texts through performance (Meets MSU-B General Ed. Goal #5)

