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Course Description:  The main goal of this course is to provide you with a fundamental understanding of network security principles and implementation.  You will learn about the technologies used and principles involved in creating a secure computer networking environment.  You will learn about the authentication, the types of attacks and malicious code that may be used against your network, the threats and countermeasures for e-mail, Web applications, remote access, and file and print services.  A variety of security topologies are discussed as well as technologies and concepts used for providing secure communications channels, secure internetworking devices, and network medium.  Further, you will learn about intrusion detection systems, firewalls, and physical security concepts.  In addition, security policies, disaster recovery, and computer forensics are covered.  Aside from learning the technologies involved in security, you will get to understand the daily tasks involved with managing and troubleshooting those technologies.  You will have a variety of hands-on and case project assignments that reinforce the concepts you read in each chapter.
Required Text:  Cisco Learning Institute, Security+ Guide to Network Security Fundamentals, Course Technology Incorporated, 2003, ISBN 0-619-12017-7.  Supplementary information for the course is available at http://mycourse.thomsonlearning.com/.  The Web site contains class notes, PowerPoint slides, class announcements, the course syllabus, test dates, and other information for the course.  Answers to the end of chapter review questions, student assignment files, and hands-on projects also can be obtained from the Web site.
Course Content:  
1. Security Overview

2. Authentication

3. Attacks and Malicious Code

4. Remote Access

5. E-mail

6. Web Security

7. Directory and File Transfer Services

8. Wireless and Instant Messaging

9. Devices

10. Media and Medium

11. Network Security Topologies

12. Intrusion Detection

13. Security Baselines

14. Cryptography

15. Physical Security

16. Disaster Recovery and Business Continuity

17. Computer Forensics and Advanced Topics

Course Requirements and Evaluation:  

· 40% of the grade is based on exams given after every four chapters.  The exams may be cumulative and may be given in a multiple choice and short essay format.

· 40% of the grade is based on completing the end of chapter case project assignments.  An electronic version of the case project assignments can be downloaded from the course’s Web site.

· 20% of the grade is based on quizzes.  Quizzes are announced one day in advance and may vary from 3 to 5 questions that may be in any format.

