CIS 256 Computer Forensics 
Spring Semester 2007
General Course Information

Instructor: Colette Schimetz

Office: Thatcher 207
Campus Phone: 229-5444

E-mail: colette.schimetz@misu.nodak.edu

Classroom: Thatcher 206
Class Times: MWF 11:00 to 11:50
Textbook: Phillips, Nelson, Enfinger, Steuart. Guide to Computer Forensics and Investigations. Second Edition. Course Technology Incorporated, 2006, ISBN 0-619-21706-5
Course Description

Guide to Computer Forensics and Investigation presents methods to properly conduct a computer forensics investigation, beginning with a discussion of ethics. Students should have a working knowledge of computer hardware and operating systems (OSs) to maximize their success on projects and exercises throughout the text. Specific topics covered include: 

· Computer Forensics and Investigations as a Profession

· Understanding Computer Investigations

· The Investigator's Office and Laboratory 

· Current Computer Forensics Tools 

· Processing Crime and Incident Scenes

· Digital Evidence Controls

· Working with Windows and DOS Systems

· Data Acquisition

· Computer Forensic Analysis

· Recovering Image Files 

· Network Forensics

· E-Mail Investigations

· Becoming an Expert Witness and Reporting Results of Investigations 
Grading and Evaluation Criteria
Grades will be determined by total points earned divided by total points possible.  Tests will comprise 60% of your grade.  20% of your grade will be based on daily work/labs and 20% based on a project notebook you will create throughout the semester.
A = 90 and above

B =89 – 80

C = 79 – 70

D = 69 – 60

F = 59 and below

